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1. Purpose

NED University collects and uses data to support teaching, research, administration, student services, and campus safety.
This policy sets out how we collect, use, store, share, and protect personal and institutional data in line with Pakistan’s
Personal Data Protection Bill principles and best practices in higher education.

2. Scope

This policy applies to all personal data and university data handled by NED University. This includes data of students,
faculty, staff, alumni, applicants, vendors, and visitors, whether collected online, offline, or through university systems.

3. Types of Data We Collect

Personal Data: Name, CNIC, contact details, academic records, financial information, health/medical records for campus
clinics, and biometric data where required for access.

Academic & Research Data: Coursework, research outputs, publications, theses, and project data.

Operational Data: IT logs, CCTV footage, access records, LMS activity, and communications on official platforms.
4. Lawful Basis & Use of Data

We use data only for specified, lawful purposes:

Education & Administration: Admissions, enrollment, examinations, certifications, payroll, and student support.
2. Research & Innovation: Institutional research, analytics, and grant compliance.

3. Safety & Compliance: Campus security, legal obligations, audits, and accreditation.

4. Communication: Official notices, alumni engagement, and university events.

We do not use data for purposes incompatible with these without fresh consent or legal basis.
5. Data Minimization & Accuracy

We collect only data that is necessary for the purpose. Departments must review forms and systems annually to remove
excessive fields. Individuals are responsible for keeping their personal information updated via the university portal.

6. Data Security

NED University implemented appropriate technical and organizational measures. These include role-based access,
encryption for sensitive data, regular backups, audit logs, and cybersecurity training. Physical records are stored in
restricted areas. Any suspected breach must be reported to the IT Department within 72 hours.

7. Data Sharing & Disclosure
We do not sell personal data. We may share data only with:

o Internal Units: Departments that need it to perform official functions.
e Third-Party Processors: Cloud providers, exam bodies, or vendors under binding data processing agreements.
o Legal Authorities: When required by law, court order, or HEC/regulatory requests.

All external sharing must be approved by the Data Protection Officer (DPO).



8. Data Retention

Data is retained only as long as necessary for the purpose or as required by HEC, PEC, and federal law. Academic
transcripts are retained permanently. CCTV and IT logs are retained for a maximum of 90 days unless under investigation.
Alumni and research data may be anonymized for long-term institutional use.

9. Individual Rights

Members of the NED community have the right to:

Access a copy of their personal data.

Correction of inaccurate or incomplete data.

Erasure where data is no longer required, subject to legal holds.
Obiject to processing for direct marketing or non-essential analytics.

Requests should be submitted to dit@neduet.edu.pk with Personal Number or CNIC verification.

10. Responsibilities

Data Owners: Director IT, Head of Departments for their respective data.

Data Users: All faculty, staff, and students must follow least-privilege access and confidentiality.
Data Protection Officer: Oversees compliance, training, audits, and breach response.

11. Violations

Unauthorized access, misuse, or disclosure of university data may lead to disciplinary action under NED service rules and
applicable law.

12. Contact
For questions, access requests, or to report a concern, contact:
Data Protection Officer, NED University

Main Campus, Karachi | Email: dit@neduet.edu.pk


mailto:dit@neduet.edu.pk

